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Abstract. This review paper sets out to explore the question of how
future complex engineered systems based upon the swarm intelligence
paradigm could be assured for dependability. The paper introduces the
new concept of ’swarm engineering’: a fusion of dependable systems en-
gineering and swarm intelligence. The paper reviews the disciplines and
processes conventionally employed to assure the dependability of con-
ventional complex (and safety critical) systems in the light of swarm
intelligence research and in so doing tries to map processes of analysis,
design and test for safety-critical systems against relevant research in
swarm intelligence. The paper concludes that while there is much work
to be done before dependable swarms become a reality there are a num-
ber of promising directions in mathematical modelling for proving that
a system exhibits desirable behaviours.

1 Vision

From an engineering standpoint the design of complex distributed systems based
upon swarm intelligence is compellingly attractive but problematical. A distin-
guishing characteristic of distributed systems based upon swarm intelligence is
that they have no hierarchical command and control structure, and hence no
common mode failure point or vulnerability. Typically, individual agents make
decisions autonomously, based upon local sensing and communications [3][4].
Systems with these characteristics could, potentially, exhibit very high levels of
robustness, in the sense of tolerance to failure of individual agents; much higher
levels of robustness than in complex distributed systems based on traditional
design approaches. However, that robustness comes at a price. Complex sys-
tems with swarm intelligence might be very difficult to control or mediate if
they started to exhibit unexpected behaviours. Such systems would therefore
need to be designed and validated for a high level of assurance that they ex-
hibit intended behaviours and equally importantly do not exhibit unintended
behaviours. It seems reasonable to assert that future engineered systems based
on the swarm intelligence paradigm would need to be subject to processes of
design, analysis and test no less demanding that those we expect for current
complex systems.



Some might argue that a ’dependable swarm’ is an oxymoron; that the swarm
intelligence paradigm is intrinsically unsuitable for application in engineered sys-
tems that require a high level of integrity. The idea that overall desired swarm
behaviours are not explicitly coded anywhere in the system, but are instead an
emergent consequence of the interaction of individual agents with each other and
their environment, might appear to be especially problematical from a depend-
ability perspective. This paper suggests that this is not so: that systems which
employ emergence should, in principle, be no more difficult to validate than
conventional complex systems and, indeed, that some characteristics of swarm
intelligence are highly desirable from a dependability perspective.

The aim of this paper is to explore the question of how future engineered
systems based on the swarm intelligence paradigm might be designed, analysed
and tested for dependability. The paper attempts to do this by the juxtaposition
of two hitherto disconnected disciplines: dependable systems engineering and the
design of multi-agent systems based on the swarm intelligence paradigm (which,
for brevity, we shall term ’swarm engineering’). This is a big question, a complete
answer to which is well beyond the scope of this paper. The paper instead tries
to set out the important questions for the ongoing study of dependable swarms.

This paper proceeds as follows. Section 2 is a review of current best practice
in the field of dependable systems engineering. While outlining and referencing
the processes and methodologies of analysis, design and test, the paper will
reflect on what these might mean, in practice, for swarm engineering. Section 3
then concludes with a discussion and outlook.

2 Dependable Swarm Engineering

Current best practice in assuring the dependability of complex systems requires
that a set of processes and disciplines are transparently applied during system
analysis, design and test, see Anderson et al [1]. This paper now considers the
approaches that would typically need to be applied to safety-critical systems
in the context of swarm engineering, under these three headings. Note that
best practice requires that the processes of analysis, design and test are applied
concurrently and iteratively, so the ordering of the following sections should not
be taken to imply sequence.

2.1 Analysis

From a dependability perspective, analysis is concerned with trying to establish
two properties of a system: ’liveness’ and ’safety’. Liveness is defined as the
property of exhibiting desirable behaviours (doing the right thing) and safety
is defined as the property of not exhibiting undesirable behaviours (not doing
the wrong thing). While these properties are clearly somewhat complementary
proof of one does not imply proof of the other, by inversion. A system that is
provably safe could, for example, do the wrong thing safely. Although it may
appear counter-intuitive, the methods needed to verify these two properties are
not the same.



Verification of liveness Verification of ’liveness’ requires that we formally
prove that a system exhibits desirable behaviours. Conventionally this requires
analytical or mathematical modelling. In the safety systems community the use
of testing alone to prove liveness is now deprecated on the grounds that sys-
tems are becoming too complex to allow anything like acceptably complete test
coverage, or even to allow complete test specifications to be written. Simula-
tion is similarly regarded as unacceptable as an analysis tool (an interesting
observation given the widespread use of simulation within swarm intelligence
research1). Simulation is nevertheless accepted as a useful tool in prototyping,
to for instance refine the system specification and to understand the design or
parameter space.

Complete verification of liveness thus requires mathematical modelling at
two levels: the individual agent, and the swarm as a whole.

Let us first consider the individual agent. Often, single artificial agents within
swarms are designed using the behaviour-based control paradigm. Behaviour-
based control is appropriate given that such agents are often reactive finite-state
machines with relatively few states (behaviours). Harper and Winfield have de-
veloped a methodology, based on a second order extension of Lyapunov stability
theorems, proving both marginal and asymptotic stability [8]. The significance
of second order stability is that position control in mobile agents can generally
only be achieved through actuators that generate forces which govern acceler-
ation; the second derivative of position. Of particular significance is that these
second order stability theorems provide an explicit mathematical representation
of subsumption [5]. Based on this observation Harper has developed a rigorous
design methodology called ’Direct Lyapunov Design’ which leads from analysis
directly to a colony-style behaviour based controller [6] which is provably sta-
ble (in the sense of Lyapunov), and exhibits the liveness property, see Harper,
2004 [9]. This methodology thus advantageously encompasses both analysis and
design. We also conjecture that this approach could be extended to cover the
analysis of hazard states as well as goal states, thus offering the possibility of
verifying liveness and safety with a single analysis, see Appendix A.

Now consider the mathematical modelling of the whole swarm. There has been
relatively little work in this direction, but one very promising approach is the
probabilistic model developed by Martinoli et al, 1999 [15]. In this approach the
interactions of agents with each other and their environment are modelled as a
series of stochastic events, with probabilities determined by simple geometrical
analysis. By modelling several series together, one for each agent, the overall
behaviour of the swarm can be studied. The approach of Martinoli et al may
be thought of as bottom up (or microscopic as they describe it). A top down
(or macroscopic) approach has been developed by Lerman and Galystan, 2001
[11]. Like Martinoli, Lerman and Galystan regard the behaviour of each agent

1 For a valuable discussion of the role of simulation in embodied systems research see
Ziemke, 2003 [22].



as inherently probabilistic and Markovian, because their next state is a function
only of their current state. However, they develop an overall model of the sys-
tem using the stochastic Master Equation (from stochastic dynamical systems),
then derive rate (differential) equations from it, which describe how the average
macroscopic system properties change over time.

Verification of Safety To verify ’safety’ we need to prove that a system does
not exhibit undesirable behaviours. In order to attempt such a proof first requires
that we identify and articulate all possible undesirable behaviours. This is called
’hazard analysis’ and is problematical with conventional complex systems; and
there is no reason to suppose that identifying the hazards in swarm engineered
systems will be any different. Hazards analysis is problematical because there are
no formal methods for identifying hazards. It simply has to be done by inspection
(typically by ’extreme brainstorming’ to try and list all possible hazards no
matter how seemingly implausible or improbable).

Given a reasonably well understood operational environment there are two
reasons for undesirable behaviours: random errors, or systematic (design) errors.
Random errors are those due to hardware or component faults, and these are
typically analysed using techniques such as Failure Modes and Effect Analysis
(FMEA). The likelihood that random errors cause undesirable behaviours can
be reduced, in the first instance, by employing high reliability components. But
systems that require high dependability will typically also need to be fault tol-
erant, through redundancy for example. This is an important point since swarm
engineered systems should, in this respect, offer significant advantages over con-
ventional complex systems. Two characteristics of swarms work in our favour
here. Firstly, simple agents with relatively few rules lend themselves to FMEA,
and their simplicity facilitates design for reliability. Secondly, swarms consist of
multiple agents and hence, by definition, exhibit high levels of redundancy and
tolerance to failure of individual agents. Indeed, swarms may go far beyond con-
ventional notions of fault tolerance by exhibiting tolerance to individuals who
actively thwart the overall desired swarm behaviour.

Systematic errors are those aspects of the design that could allow the system
to exhibit undesirable behaviours. For swarm engineered systems analysis of
systematic errors clearly needs to take place at two levels: in the individual agent
and for the swarm as a whole. Analysis of systematic errors in the individual
agent should be helped by the relative simplicity of the agents, but is not trivial.
In general terms we would need to prove that an agent’s state-space trajectory
is always ’away from’ the hazard states, as mentioned in section 2.1.1 and the
conjecture of Appendix A. Analysis of systematic errors for the swarm as a whole
is much more problematical, particularly if the desired behaviours are emergent.
Proof of safety for the overall swarm would appear to require that we prove that
there are no undesired emergent behaviours. How to prove this to an acceptable
level of confidence is by no means clear.



2.2 Design

The design of systems based on the swarm intelligence paradigm is challenging,
not least because there are no principled design approaches for determining the
behaviours required of the individual agents in order to give the desired emergent
overall swarm behaviour. Indeed, some would argue that a principled approach
to the design of emergence is impossible. This paper is however concerned with
dependability, and there is no reason to suppose that emergent behaviours cannot
form part of a dependable system.

Most complex systems are designed top-down from an overall functional de-
sign specification (FDS), by functional decomposition: breaking down the overall
system into smaller and smaller components, then defining each of those compo-
nents and the interfaces between them. What differentiates design for depend-
able, or safety critical, systems is that it will typically use a structured design
methodology to provide a framework for capturing and documenting the de-
sign as it progresses, top down. The Yourdon structured design methodology,
for instance, is based upon the dataflow paradigm. It starts at the top level by
describing the overall system and its interfaces with its operational environment
as a ’context diagram’: this is level 0. The context diagram is then decomposed
into level 1 ’processes’ and the dataflows between them, expressed in a data flow
diagram (DFD). Each process in level 1 is then further decomposed into lower
level DFDs, and so on, see Yourdon, 1989 [21]. The structured design may well
be applied within the discipline of a document driven approach [10], together
with code inspection [7].

If we consider the applicability, and utility, of the Yourdon structured design
methodology to swarm engineered systems it is clear that, at the top level, we
can express the single swarm and its interfaces with the environment as a context
diagram (level 0). Equally well, we could describe the internal processes of an
individual agent with a data flow diagram (level 2). What is interesting, however,
is how we might express the intermediate level 1 as a DFD. If we assume that
single agents are (a) mobile, and (b) able to sense only their immediate neigh-
bours [14][19], then the level 1 DFD will reflect the instantaneous topography of
the swarm. After the mobile agents have moved, the DFD must change to reflect
the new swarm topography. This interestingly suggests an extension of the DFD
which we could term the ’dynamic data flow diagram’.

2.3 Test

Within the safety critical systems community there is general agreement that
testing, whilst essential, can only provide a limited measure of confidence in the
liveness and safety properties of a system. There are two problems. Firstly, to
write a complete test specification for a complex system is very difficult, and
secondly to achieve 100% test coverage (which means exercising every possible
execution path through control code, or state machines, under controlled condi-
tions), whilst not technically impossible, is infeasibly time consuming for even
moderately complex systems. Thus even the most safety critical systems in use



today, such as aircraft flight management systems, will have been put through
demanding but ultimately incomplete testing [12]. This is the reason that test-
ing needs to go hand in hand with mathematical modelling, as discussed in 2.1
above.

Typically, a test regime for safety critical systems is split into two parts:
system level functional testing and component level testing. System level testing
is primarily concerned with liveness, and typically treats the overall system as a
’black box’, testing only for correct behaviour of the system as a complete entity
against a system test specification (STS). Component level testing breaks the
system into its sub-systems and tests each one individually. Thus component
level testing is the equivalent of system level ’white box’ testing.

At component level, sub-systems need to be tested functionally. This nor-
mally requires that ’test harnesses’ are created to enable components to be tested
in isolation from the rest of the system. A test harness will set up input con-
ditions for a component that might be extremely difficult to create by treating
the system as an integrated whole. Test coverage can be measured directly in a
process called ’dynamic analysis’, which ’instruments’ code such that each time
it is executed a tally is kept of the number of times every possible execution path
has been exercised. Dynamic analysis is an iterative (and cumulative) process
in which ever more ingenious new tests are devised (typically by inspection of
the code), in order to exercise those parts of the code revealed to have been not
executed by the testing so far. The process continues until the target level of test
coverage has been achieved. Needless to say dynamic analysis is a difficult and
time consuming process. For completeness ’static analysis’ should also be men-
tioned since it often goes hand in hand with dynamic analysis. Static analysis
measures code without actually executing it against coding standards including,
typically, the McCabe complexity measure to assess the ’spaghetti-ness’ of code
[16].

If we now consider swarm engineered systems in the light of the discussion
above, it is clear that system level testing needs to apply to the swarm as a whole,
operating in its intended environment, and component level testing applies, in
effect, to an individual agent. The fact that individual agents are often identical
in swarm systems, and relatively simple in functional terms, suggests that com-
ponent level testing should not be intractable. This view is, however, probably
illusory, since the ’environment’ for a single agent is the sum total of the other
(presumably) neighbouring agents and the environment. Complete testing of a
single agent would require that every possible configuration of neighbours and
environment is specified, and repeatable tests devised (the neighbours plus envi-
ronment becomes in effect the test harness). Again there has been little work in
mobile robotics to quantitatively assess the effect of its environment on an indi-
vidual robot, see Schner et al, 1995 [17]; Smithers, 1995 [18]. The recent paper
of Nehmzow and Walker (2003) suggests methods based on dynamical systems
theory, time series analysis and deterministic chaos theory [13].

The question of how to write a system test specification (STS) for the swarm
as a whole might appear to be problematical given that the internal structure



of the swarm is typically highly dynamic and chaotic. However, if we discipline
ourselves to treating the swarm as a single entity then it should be possible to
develop tests for the desired swarm behaviours. These will almost certainly be
statistical, measuring for instance the frequency with which a given behaviour
reaches a quantitative threshold condition of achievement within a given time
frame, over repeated test runs. Thus, developing an STS for a swarm engineered
system is likely to require careful attention to defining criteria for the achieve-
ment of swarm behaviours, including metrics for swarm properties such as mean
swarm velocity, or mean area coverage.

3 Discussion and Outlook

This paper has attempted a juxtaposition of dependable systems engineering
with swarm intelligence and in so doing has tried to map processes of analysis,
design and test for safety-critical systems against relevant work in swarm intel-
ligence research. Perhaps not surprisingly, there is not a great deal of overlap
between the two fields. To the author’s knowledge there has not been, to date,
a single real-world application of swarm engineering with real physical agents.
Thus no-one has yet had to face the challenge of assuring the dependability of
such a system.

The analysis of this paper is revealing, both in exposing the extent of the
work to be done to explore the issues of validating swarm engineered systems,
but also in highlighting a number of promising analytical approaches that would
appear to offer models for proving that a system exhibits the desired behaviours
(liveness). Although these approaches are still evolving, it is possible that for
the class of stochastic, Markovian systems, employing individual agents with
behaviour-based control, we could both prove stability within individual agents
and at the same time construct a useful model of overall system properties.
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5 Appendix A

The work of Harper, 2004 [9], shows that if we have a behaviour-based controller
in which behaviours are implemented as motor schema, then we can prove that
the Euclidian distance ‖x − xg‖ is a Lyapunov function for that schema and
therefore that its behaviour is stable with respect to the goal states xg. This
represents a formal proof of ’liveness’.

Conjecture: that there is a Lyapunov function V (x) defined as the ratio of
the Euclidian distance of the goal states xg and the hazard states xh,

V (x) =
‖x− xg‖
‖x− xh‖

(1)



and if the trajectory of V (x) is negative, i.e. V̇ (x) < 0 then the agent will both
seeks its goals and avoid its hazards at the same time. In other words the liveness
and safety properties are stable over state space.
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